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Interactive Communication
Business Dictionary : Simultaneous or ”real time” exchange of information over a
transmission medium.
Business Topia : Exchange of ideas and messages taking place both ways from sender to
receiver and viceversa. The communication process takes place between humans or
machines in both verbal or non-verbal way.
Alon Orlitsky, UCSD: Interactive Communication concerns the number of bits that must
be transmitted when a sender wants to convey information to a receiver who has related
data, and the potential transmission savings afforded when the two communicating
parties are allowed to interact.
Us : A group of users want to run a distributed algorithm, but they can only
communicate over a channel where some number of bits may be flipped. What is the
smallest number of bits they must send in order to obtain the correct output, with high
probability? This general problem is called Interactive Communication (IC).
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Example 1
Alice

Bob
Hey!

Hey!

Sushi at 2?

Sushi at 2?

Sounds good!

Sounds good!
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Resource Competitive Analysis
“an approach to evaluating the performance of attack-resistant algorithms in distributed systems.”
“worst-case ratio of the cost incurred by an algorithm to the cost incurred by any adversarial strategy”

Any network resource
• Bandwidth
• Computational Power
• Onboard Energy Supply

Gilbert Seth, Jared Saia, Valerie King, and Maxwell Young. Resource-competitive analysis: A new perspective on
attack-resistant distributed computing. In Proceedings of the 8th International Workshop on Foundations of Mobile
Computing, p.1. ACM, 2012.
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Example 1
Alice

Bob
Hey!

Hey!

Sushi at 2?

Sushi at 2?

Sounds good!

Sounds good!
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Total cost : 6

Example 2

Alice

Bob

Hey!

Hey!

Sushi at 2?

Smoothie at 2?

How about Sushi?

How about Sushi?

What?

What?

What?

What?

Let’s start over!

Let’s start over!

OK!

OK!

Sushi at 2?

Sushi at 2?

Sounds good!

Sounds good!

Total cost : 18

Adversary’s cost : 1
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Alice

Can we do better?

Bob

Error Correction Codes

ECC_ENC(Hey!)

ECC_DEC( ECC_ENC( Hey! )) = Hey!

ECC_ENC(Sushi at 2?)
Sounds good!

Total cost : 10

ECC_DEC( ECC_ENC( Smoothie at 2? )) = Sushi at 2?
Sounds Good!

Adversary’s cost : 2

Can ECC any amount of tampering by the adversary?
What if the adversary never gives up?
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Our Aim
L : Number of bits to be communicated (unknown a priori)
T : Number of bits flipped by the adversary (unknown and unbounded, but finite)
Lower bound : L + T
Current State of the art : 𝑂"(L+ 𝐿𝑇) for 2parties
Aim : O(L+T)
Within constant factors of the optimal!
Abhinav Aggarwal, Varsha Dani, Thomas P. Hayes, Jared Saia. Interactive Communication for Large
Networks. CoRR abs/1612.05943 (2016)
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Let’s formalize!
• N players
• Each of N players 𝑝' is classified either good, if its actions are prescribed by an
algorithm A, else bad
• G – set of good players, B - set of bad players
• All bad players are assumed to collude and coordinate their attacks – view them
as being controlled by a single adversary.
• Resource budgets of the bad (Byzantine) players is assumed to be finite,
however, the exact budgetary constraints may not be known.
• Resource-Constrained Adversary

Gilbert Seth, Jared Saia, Valerie King, and Maxwell Young. Resource-competitive analysis: A new perspective on
attack-resistant distributed computing. In Proceedings of the 8th International Workshop on Foundations of Mobile
Computing, p.1. ACM, 2012.
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Let’s formalize!
• 𝐶 𝛼, 𝑖 = the cost (resource expenditure) to player 𝑝' over an execution 𝛼 of the
algorithm A.
• If 𝑝' is good, then 𝐶 𝛼, 𝑖 is the cost incurred by 𝑝' for executing the actions
prescribed by A in the execution 𝛼.
• Else, 𝐶 𝛼, 𝑖 is the cost incurred by 𝑝' for pursuing any arbitrary strategy in 𝛼.
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Definition
Let g(.) and b(.) be functions that take as input the set of costs for the good and bad
/
players, respectively. Let 𝑇 = 𝑏 𝐶 𝛼, 𝑖 23 ∈5 . Then, an algorithm A is
0

𝜌, 𝑔, 𝑎, 𝜏 -resource competitive if 𝑔 𝐶 𝛼, 𝑖 23 ∈: ≤ 𝑇 + 𝜏 for any execution 𝛼
and some 𝜏 > 0. The parameter 𝜌 is called the “resource competitive ratio”.
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Example 3
b(.)

sum

sum

g(.)

max

sum

Resource competitive equation

max 𝐶 𝛼, 𝑖
23 ∈:

max

2G ∈5

1
C 𝐶 𝛼, 𝑖 ≤ C 𝐶(𝛼, 𝑗) + 𝜏
𝜌

23 ∈:

min

1
≤ C 𝐶(𝛼, 𝑗) + 𝜏
𝜌

max 𝐶 𝛼, 𝑖
23 ∈:

2G ∈5

1
≤ min 𝐶(𝛼, 𝑗) + 𝜏
𝜌 2G ∈5

Application
Minimize the worst-case relative cost to any
single good player. E.g. Network where
maximizing the lifetime of all correct nodes is
critical
E.g. Network where we want at least one
correct player to survive the attack.
Given that players have finite resource budgets,
this implies roughly 𝜌 bad players will exhaust
their respective budgets for every one good
node that exhausts his budget.

Other options for g(.) and b(.) can be median, order statistics, etc. depending on the application.
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Is this game theory?
• Not really!
• In RCA, each node either obeys the protocol or not, whereas in game
theory, typically self-interested players endeavoring to maximize their
respective utility functions are considered.
• Incorporating byzantine behavior in game theory is challenging. Even
in the BAR model, assigning costs to Byzantine players is challenging
since doing so requires assumptions about their utility functions.
• RCA provides ability to quantify the adversary’s cost that allows for
the idea of depleting an adversary’s resources.
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RCA for Interactive Communication

Abhinav Aggarwal, Varsha Dani, Thomas P. Hayes, Jared Saia. Interactive Communication for Large
Networks. CoRR abs/1612.05943 (2016)
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Meet the team!
...
A(lice)

B(ob)

C(harlie)

Interns in search for a Huddle room to work in.
Assumptions :
• Honest : Follow the “room finding” protocol.
• Cannot solve discrete logs yet. : Poly-time local computation only.
• Connected to each other through noisy binary channels. Pay $1 per bit sent on this channel.
• Know the total number of interns and their identities.
• Do not know a priori how long it will take to arrange the room.
• Infinitely patient! Can wait all day to find a room. – asynchronous room selection protocol
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Our Adversary

G(na)
Life Motto: Save the huddle rooms!
Assumptions :
• Cannot read the bits on the channel but can flip any bit for $1.
• Knows the algorithm used by the interns.
• Has unbounded computation power.
• Can flip any number of bits as she wants.
• Has to deliver all the messages.
• Cannot bribe the interns to collude with her. Can only tamper their conversation.
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Let’s go!

Room 1094?

Room 1094?
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Sounds good!
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How does 2PM sound?

20

See you then!
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22

23

24

Room 1094
2PM

Room 1094
3PM

Room 2094
3PM
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What to do?
• Just ECCs wont work – G(na) has unknown budget!
• Need some mechanism to detect corruption and then recover.
• How to detect corruption?
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Enter AMD Codes.
• Algebraic Manipulation Detection Codes
• Enable detection of bit manipulation with high probability and low overhead.
• Main result :

Cramer R, Dodis Y, Fehr S, et al. Detection of algebraic manipulation with applications to robust secret sharing and fuzzy extractors. In: Advances in
27
Cryptology, Eurocrypt 2008, Lecture Notes in Computer Science, vol. 4965. Berlin: Springer, 2008, 471–488

Silence : Any b-bit string of fewer than b/3
alternations is considered ”silent”.
By Chernoff bounds, a random b-bit string
will be ”silent” with prob. ≤ 2KL//N
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Why private channels?
Theorem : Consider any algorithm for interactive communication over a
public channel that works with unknown T and always terminates in the
noise-free case. Any such algorithm succeeds with probability at most ½.

Dani, Varsha, Mahnush Movahedi, Jared Saia, and Maxwell Young. "Interactive communication with unknown noise rate."
In International Colloquium on Automata, Languages, and Programming, pp. 575-587. Springer Berlin Heidelberg, 2015.
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Highlight of the algorithm
KEY?, KA

KA, KB
ROUND

In each
round,
each
pair of
users
can talk
in
parallel.

KB, MESSAGE
If key was correctly reproduced, terminate.
Else, send noise on the channel.
noise

If silence on the channel, terminate.
Else, start over.
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What can G(na) do now?
• Guess the key! – Play (wo)man-in-the-middle
• Forge silence!
• AMD Failure! – Flip bits so that wrong room numbers are received!

By setting the algorithm parameters appropriately, we
prove the probability that any of these happens is o(1).
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Our Aim
L : Number of bits to be communicated (unknown a priori)
T : Number of bits flipped by the adversary (unknown and unbounded, but finite)
Lower bound : L + T
Aim : O(L+T) ------- ACHIEVED!
Current State of the art – O(L+T)
Within constant factors of the optimal!
Abhinav Aggarwal, Varsha Dani, Thomas P. Hayes, Jared Saia. Interactive Communication for Large
Networks. To be submitted to SODA 2017.
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Takeway
• Resource competitive analysis can help perform comparative study of
how many resources we need to spend w.r.t the adversary.
• Works for both cryptographic and information-theoretic security
algorithms.
• Can modify the RCA equation depending on the problem and the cost
measure of interest.
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Questions?
Thank you for your patience and interest.
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